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Kpunrorpadusa 1 Teopus cI0KHOCTH

H. II. BaproBckui

B ne6oabmion mo o6beMy KypHAILHON CTaThe HEBO3MOXKHO TaTh CHCTEMA-
THIeCKOe H3J0JKeHNe OCHOB KaKoU-I160 MaTeMaTHieckoll Teopuu. [losTomy
OCHOBHOE BHIMaHNE MBI y/elfeM pa3bACHeHNIO BayKHENIINX Hell, CBA3aHHBIX
¢ IpIMeHeHHeM TeOpeTHKO-CIOKHOCTHOTO noaxojga B kpuntorpadun. Uamxo-
JKeHNe 10 HeOOXOTUMOCTH HeJTOCTAaTOYHO (hopMalbHOe — 14 MaTeMaTHde-
CKOHl KpHNTOrpadul THINYHLH MHOTOCTpaHHYHBIe onpelenenus. [Ipexmora-
raeTcs 3HAKOMCTBO 9YATaTelf C OCHOBAMH TEODHH CJIOKHOCTH BBITHCICHUM:
nousTusMn Mamnesl Thiopnara, kraccoB P n NP (cm. [2]), a Takxke co cTa-
Theil B. B. flulenko B HacToseM HOMepe KypHada, cTp. H3—70.

1. BBEJEHUE

B TeopeTrudeckoit kpuntorpadun CymecTBYIOT ABa OCHOBHBIX MOJIX0/1a K
OTpeeeHNi0 CTONKOCTH KPUMTOCHCTEM U KPHNTOTpadpuIecKnX MPOTOKOTIOB
(B mambHeliieM MbI 6ygeM TakyKe HCIOMb30BATh OOIINH TEPMUH — KPHUITO-
rpaduveckne CXeMbl): TeOPeTHKO-HHPOPMATNOHHBIN H TEOPETHKO-CIOKHOCT-
wot. TeopeTuko-nHMOPMANHOHHBIT TMOIXO MpeAnosaraeT, 9TO MPOTHBHUK,
ATAKYOIUIHH KPHITOT pauIecKyto CXeMy, He HMeeT jJaKe TeOPeTHIecKOl BO3-
MOXKHOCTH MOJYYHTh HHPOPMAIIHIO, TOCTATOYHYIO [ OCYIIECTBICHUS CBOMX
nenent. Knaccumaeckum mpuMepoM 37ech MOXKeT CAyXKHTH 1mndgp Beprama c
OTHOPA3OBLIME KJIIO9aMU, a6COMOTHO CTORKNH TPOTHB MacCHBHOTO MPOTHB-
HUKa.

[TogaBasitoriiee GOMBIIMHCTBO UCNONB3YEMBIX Ha NpaKTHKe KPHUNTOTpadu-
JeCKUX cXeM He 06JaJaeT CTOMh BEICOKON CTONKOCTHIO. Bojee Toro, o6uI4MHO
OBIBaeT HECJOXKHO yKa3aTh aJrOPUTM, KOTOPKIN BHINOJHAET CTOSAIIYIO TEPe
OPOTHBHUKOM 3a,/1a4y, HO He MpaKTu4decku, a B npunnune. Paccmorpum cae-
IYIOUINH mpuMep.

[TpuMEP 1 (KPUOTOCHCTEMA C OTKPBITHIM KJIOYOM). Kpunmocuc-
MEMA € OMKEPLIMBIM K.AOUOM TIOJHOCTHIO OTNpPeIeJseTcs TPeMs alrOpHTMa-
MHU: TeHepalnu KJA4el, MndpoBaHud u Aenmm@poBanns. ATTOPHTM reHepa-
mnn Kawodei (G 061IeOCTYNEH; BCAKUH JKeMAIOIIHT MOXKeT MOJaTh eMy Ha BXO/I
CIy9aiHyIO CTPOKY I Ha IJleXKallledl [INHE I TOXYYuTh napy Kiaodein (K, Ks).

MaTemaTu4eckoe npocseujeHue, cep. 3, Bbin. 2, 1998(71—86)
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OTkpeITHT K109 K nybanKyeTcs, a CEKpeTHBIN Kat04 Ky u caydalinas cTpo-
Ka 7 XpaHATcA B cekKpeTe. ANropuTMHl mndpoBanng Fx, U femndpoBaHus
Dy, takoBwl, 9t0 ecan (Kp, K3) — mapa Kiaoded, creHepnpOBaHHAsS alro-
putmoM G, 10 Dk, (Fg,(m)) = m pna nio06oro oTkpuiToro Tekcrta m. [lis
HPOCTOTHI U3JOKEHUSA MPeIoJaraeM, YTO OTKPBITHIH TEKCT U KPHIITOT paMMa
HMEIT OJMHAKOBYIO /UIHHY n. KpoMe Toro, canTaeMm, 9TO OTKPBITHIH TEKCT,
KpUOTOTpaMMa U 06a KJI049a SBAAIOTCS CTPOKaMHI B JBONYHOM afdaBuTe.

ITpeanoaoxnm Temeph, YTO TPOTUBHUK aTaKyeT 3Ty KPpUOTOCHCTeMy. Emy
M3BEeCTEH OTKPHITHIN Kat04 K1, HO HEM3BEeCTEH COOTBETCTBYIOIINN CEKPETHRIN
ka4 Ky, [IpoTuBHUK mepexBaTHg KPUNTOrpaMMy d W MHITaeTCs HAUTH CO-
obuienne m, rae d = g, (m). [lockoabky anroput mmdpoBanus obien3se-
CTeH, TPOTUBHUK MOXKET MPOCTO MOCTeOBATEIbHO MNepebpaTh BCe BO3MOXKHEIE
coOOblIeHNsd MJIUHBI N, BEIYUCAUTD MAA KayKAOr0 TAKOTO COOOIIeHns m; KpH-
nTorpammy d; = Fi, (m;) n cpaBanthb d; ¢ d. To coobuienne, 11 KOTOPOro
d; = d, n 6yeT HCKOMBIM OTKPHITEIM TeKCTOM. Eciau moBeseT, TO OTKPHITHIT
TeKCT OyeT HaugeH JOCTaTOYHO ObicTpo. B xymiiem ke caydae nepe6op 6y-
TeT BBHITIOJNHEH 3a BpeMs nopsaka 2”71 (n), rge T (n) — Bpewms, TpeGyemoe mis
BHIYHCIeHNS GYHKINHN g, OT coobuiennil 1anHb n. Ecan coobienns nmeoT
pauny nopsigka 1000 6utoB, To Takoil nepeGoOp HEOCYIIECTBUM Ha MPAaKTHKe
HH Ha KaKUX CaMBIX MOIIHBIX KOMIIbIOTEpax.

MuI paccMoTpenu JUMIb OJNH W3 BO3MOXKHBIX CMOCOG0OB aTakm Ha KpH-
NTOCHCTEMY W MPOCTEHINH alTOPHTM MONCKa OTKPBITOTO TEKCTa, Ha3hiBae-
MBIl OGBIIHO alTOPHTMOM TMOMHOTO Tepebopa. UcmoabayeTes Takxke n Apy-
roe HasBaHHe: «MeTOJ rpybol cuabh. [pyrod mMpoCTeRIINE aJirOPUTM IOUC-
Ka OTKPBITOTO TEKCTa — yrajkiBaHue. DTOT O4eBUIHBIN aJrOPUTM TpebyeT
HeGOMBIIAX BEIYHCICHUH, HO cpabaThIBaeT € MPEHeOPEKNMO MAJOH BEpPOST-
HOCTBIO (Ipn GOABIINX MIHHAX TekcToB). Ha camMom fene mpoTHBHUK MOXKeT
MHITATHCA ATAaKOBATh KPHNTOCHCTEMY Pa3inIHBIME CHOCOGAMA W MCTOIB30-
BaTh pas3iudHkbie, 60jee NM3OUIPEHHBIE AITOPUTMEl TONCKA OTKPHRITOTO TEKCTA.
EcTecTBenno cInTaTh KPATTOCHCTEMY CTOWKOW, €N JIO60H TaKOW alr OPHTM
TpebyeT MpaKTHYeCKH HEOCYIIeCTBHMOTO 06'hbeMa BRIYHCICHHN WaH cpabaThi-
BaeT ¢ mpeHeGpe:KNMO Maftoil BeposTHOCTBIO. ([Ipu 5TOM mMpoTHBHEK MOXKeT
MCTOAB30BATH He TOALKO MeTepPMUHHPOBAHHBIE, HO M BEPOSTHOCTHEIE alTO-
PATMEL.) DTO U €CTh TEOPETHKO-CJIOKHOCTHON TOAXO K ONpeneneHnio CTON-
kocTu. /st ero peasnszanuu B OTHOIIEHHH TOTO WJIH WHOTO THIIA KPUITOT pa-
(pudecKux cxeM HeOOXOMMO BBINOJHUTH CJefyioliee:

1. laTh popManbHoe onpejeeHne CXeMBl JaHHOTO THTA.

2. [laTh hopMatbHOE OMpefeNeHne CTONKOCTH CXEMBI.

3. lokazaTh CTOUKOCTh KOHKPETHON KOHCTPYKIHH CXeMbI JaHHOTO THUIA.

31ech cpasy Ke BO3HHKAeT s mpobieM.
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Bo-mepBuIX, B KpunTorpaduiecknx cxeMax, pa3yMeeTcs, BCerja HCIONb-
3yloTca (PUKCHPOBAaHHLIE 3HAYeHNS TapaMeTpoB. HanpuMep, KpunTOCHCTEMEI
paspabaThIBalOTCA [AJisi KAtO4el JQJANHBI, cKaxkeM, B 256 wan 512 6aniToB. [las
OpUMeHeHNs YKe TeOpeTHKO-CIOKHOCTHOTO MOIX0Ma HeoO6X0MuMO, ITOOH 3a-
lada, BEIYHCAUTEIBHYIO CAOKHOCTH KOTOPOU MpeJIofaraeTcs HCIoJb30BaTh,
6n11a MaccoBoil. [looToMy B TeopeTndeckoi KpunTorpadun paccMaTpPHBAKOT-
cf MaTeMaTH4YecKne MOAeNN KPUNTOr papuiecKuX cXeM. JDTH MOJETH 3aBUCAT
OT HEKOTOPOTO MapaMeTpa, Ha3kIBaeMOT O MapaMeTpoM 6e30MacHOCTH, KOTO-
PBII MOXKeT NPHHAMAThH CKOJIb YTOMHO GoJbline 3Ha9eHus (OOBIYHO JIIsi TTPO-
CTOTHI IPeJNoJaraeTcs, ITO TapaMeTp 6e30MacHOCTH MOXKeT NpoberaTh Bech
HATYPAIbHBIN PST).

Bo-BTOpHIX, onpeienenne CTONKOCTH KPHNTOrpaduIeCKOl CXeMbl 3aBH-
CHT OT TOW 3a/a4d, KOTOpas CTOUT Tepe] MPOTHBHUKOM, U OT TOTO, Kakas
nHMOpManus o cxeme eMy gocTynHa. [lo3TOMYy CTOWKOCTH CXeM MTPHXOTHTCS
ompeneNsiTh W HCCJAETOBATH OTAENBHO IS KaXKJIOTO TMPEeINOJOXKEHHS O TPO-
THBHUKE.

B-Tperhux, Heo6X0MMO YTOYHUTh, KAKOW 06'beM BBEIYHUCJIEHUN MOYKHO CHH-
TaTh «MPAKTHYeCKW HEOCYIIeCTBUMBIM». 3 cKazaHHOTO BHIIIe ClIelyeT, 9TO
DTa BeJMYNHA He MOXKET ORITh MPOCTO KOHCTAHTOW, OHA JOJKHA OBITH Mpe/-
cTaBleHa (yHKIHeH OT pacTyllero mapameTpa 6eszomacHocTu. B cooTset-
CTBHUH C TE3WCOM OJIMOH/CA AT OPUTM CYNTaeTCHs dPPEKTUBHBIM, eCan Bpe-
MS €T0 BHITIOJHEHNS OT PAHNI€HO HEKOTOPLIM TOJNHOMOM OT AJWHBLI BXOTHOT O
cJoBa (B HallleM caydae — OT mapaMeTpa GesomacHocTn). B mpoTtuBHOM ciy-
Jae TOBOPAT, YTO BLIYUCACHAS MO MTAHHOMY AJTCOPUTMY NPaKTHIECKH HEOCY-
[IECTBAMEL. 3aMeTHM TaKyKe, YTO CaMU KPHUNTOTr paduiecKne CXeMbl JOJKHbI
OBITH dPPEKTUBHBIME, T. €. BCe BHIYHCJAEHUS, NpeANUNCAaHHBIE TOW WIH HHOU
CXeMOW, [TOJKHBI BHINOJHATHCS 32 HOJNHOMHUAJIBLHOE BpeMS.

B-4eTBépTHIX, HEO6XOIUMO ONPENETNTh, KAKYIO BEPOATHOCTL MOXKHO CUHU-
TaTh MpeHe6pekKnMo MaJoi. B kpunTorpaduu npuHITO CYIUTATH TAKOBOT JIO-
6y10 BepOATHOCTD, KOTOpadA s JA1060T0 MOTMHOMA P W JJAd BCEX TOCTATOTHO
GOJBIINX 1 He TpeBoCcXoanT 1/p(n), rjie n — mapameTp 6e30MACHOCTH.

Wrak, npu Haiu4uym BCceX yKa3aHHBIX BHIIE ONpejeneHuil, npobiema 060-
CHOBaHHS CTOUKOCTH KPHNTOrpaduYecKOll CXeMBI CBeJach K JOKa3aTelb-
CTBY OTCYTCTBHSA MOJHHOMHATBHOTO aiTOPHTMa, KOTOPHIU pelllaeT 3agadgy,
CTOANIYIO Tepel TNpOoTHBHHKOM. Ho 3mech BO3HWKaeT elé OTHO W BechMa
CephésHoe MPeNsATCTBHE: COBPEMEHHOE COCTOSHNE TEOPHUH CJAOKHOCTH BHITH-
CTeHUU He TO3BOJseT JOKa3hBaTh CBePXMIOJNHOMHUAJbHEIE HIKHHUE OIEHKH
CJIOXKHOCTH s KOHKPETHRIX 3aaY paccMaTpuBaeMoro Kiaacca. U3 sToro cie-
IyeT, 9TO Ha JaHHBI MOMEHT CTOWKOCTh KPHITOTpapUIecKnX CXeM MOXKeT
OLITHL YCTAHOBJICHA JUIIL C TPABJAeYeHNEM KaKNX-Jn00 HeTOKa3aHHBIX TPemo-
Jgoxenuil. [losToMy OCHOBHOe HalpaB/leHUEe HCCICTOBAHUHE COCTOUT B MOUCKE
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Hanbosee c1abBIX TOCTATOYHBIX YCJIOBUI (B Heate — HEOOXOANMBIX I TOCTa-
TOYHBIX) [/ CYIIECTBOBAHNMS CTONKAX CXeM KayKJOro m3 THNOB. B ocHOBHOM
paccMaTpUBAIOTCS TMPEINONOKEHHS MBYX THTNOB — oOuine (MJIn TeopeTnKo-
CJIOKHOCTHBIE) W TEOPeTHKO-UNCIOBBIE, T. €. MPEANOJOKEHNS O CJIOKHOCTH
KOHKPETHBIX TEOPETHKO-YHCAOBHX 3aad. Bce DTN mpeamonoXeHus B JATe-
paType OOBIYHO HA3bIBAIOTCSA KPUITOT padpuiecKUMN.

Huxe MBI KpaTKO pacCMOTPHM HECKOJTBKO MHTEPECHHBIX MaTeMaTHIeCKUX
00BEKTOB, BO3HUKINNX HA CTHIKE TEOPHUN CJIOXKHOCTH W KpunTorpaduu. boaee
O0IPOGHEIN 0630p MO THM BONPOCAM MOXKHO HaWTH B KHuTre [1].

2. Kpuntorpaeud u runoTe3a P#NP

Kak npaBmio, 3HaKOMCTBO MaTeMaTHKOB-HECHEIHAIUCTOB € TeOpHel
CJIOKHOCTHN BHIYUCIEHNH orpaHmdmBaeTcs kraccamu P n NP n smamennTton
runoTesoin P#NP.

Hamomuum BkpaTiie He06XOqUMBIE CBEIEHUA M3 TEOPUH CJAOXKHOCTH BBIYHCJIEHUN.
IycTh X — MHOXeCTBO BCceX KOHEYHBIX CTPOK B JBoMYIHOM ajdaBuTe. [loamHoXKecTBa
L C ¥ B Teopuu CIOKHOCTH TPHUHATO HA3BIBATH A3BIKaMH. ['OBOPAT, 4TO MalnHa
Teiopurra M paboTaeT 3a TOIMHOMHUATBLHOE BpeMA (WAW TPOCTO, 9TO OHA TTOAMHO-
MHAJbHA), €C/IH CYIIECTBYET MOMMHOM P TAKOH, YTO Ha JIO60M BXO/THOM CJIOBE JIINHbL N
MammHa M ocTaHaBAMBAeTCA TOCHE BHITOJIHEHHA He Godee, dem p(n) onepaunii. Ma-
mmnHa Telopudra M pacnosHaeT (Apyroll TepMHUH — MPHHAMAET) A3BIK L, ecam Ha
BCAKOM BXOHOM cioBe ¢ € L marmmuaa M ocTaHaBANBAETCA B IPUHUMAOIIEM COCTOS-
HUW, & Ha BCAKOM caoBe z ¢ L — B oTBepratorem. Kirace P — 5To kaace Bcex A3BIKOB,
pacrnozHaBaeMbIX MammHamMn ThIOpUHTa, PaGOTAIINMEA 33 MOIMHOMUAILHOE BPEMS.
Dyukuus f : ¥ — X BeIUHCINMA 32 TOIMHOMUATILHOE BPEMSA, €CJIH CYIIIECTBYET TOJHU-
HOMHUAJbHAA MalnHa ThIOPUHTA TaKasd, ITO €CJAU Ha BXOJ €l MOaHO CJIOBO & € X, TO
B MOMEHT OCTaHOBa Ha JeHTe OyjeT 3anncano 3Hadenne f(z). Azbik L npuHa[IeKAT
kaaccy NP, ecim cymectByroT npeaukat P(z,y) : & x X — {0, 1}, Boraucanmbiin 3a
MOAMHOMHANBHOE BpeMd, W noauHoM p takue, 9to L = {z|JyP(z,y)&|y| < p(|z])}.
Takum obpazom, a3bik L npunagaexuT NP, ecan ana Beskoro caoBa m3 L AaWHBI n
MOXHO yTrajaTh HEKOTOPYIO CTPOKY MOJIMHOMHUAABHON OT M [JAWHBI U 3aTEM C TTOMO-
mIsio mpeankaTta P y6eauThea B mpaBuabHOCTH foranku. ficao, wto PCNP. fABnaeTca
JIU 5TO BKJIIOYEHNE CTPOT UM — OJ[HA U3 CAMBIX M3BECTHBIX HEPEIIEHHBIX 3a /a9 MaTe-
MaTHKW. BOJBIIMHCTBO CMIENMATUCTOB CUNTAIOT, YTO OHO CTPOTO€e (Tak HasbIBaeMasd
runotesa P#£NP). B kaacce NP BrIeneH MoJKIaCC MAKCUMAIBHO CIOXKHBIX A3BIKOB,
HasbpiBaeMblx NP-momabivu: mo6oit NP-moqHBIN A3BIK pacmo3HaBaeM 3a TMOJMHOMME-
albHOE BpeMsA TOT1a U TOJBKO Toraa, Korjga P=NP.

[last naabHEeUIero HaM MOTpeSyeTCs ellé TOHATHE BEPOATHOCTHON MaMHb! Thio-
putra. B o6prauex Mammaax ThiopuHra (MX Ha3BIBAIOT A€ TEPMUHUPOBAHHBIMHA, 9TO-
6bl OTINYUTH OT BEPOATHOCTHBIX) HOBOE COCTOSHMNE, B KOTOPOE MAIMHA MEPEXOTHT
Ha OYEPEHOM Iare, MOJHOCTBIO OMPEAENIIeTCS TEKYIINM COCTOSHUEM W TEM CHM-
BOJIOM, KOTOPBII 0603peBaeT rOJOBKa Ha JeHTe. B BEpOATHOCTHBIX MAIlMHAX HOBOE
COCTOSHUE MOXKET 3aBUCETH €€ W OT CAYYaWHOU BEIWMYWHBI, KOTOpasg MPUHUMAET
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suadenud 0 u 1 ¢ BepoaTHOCTBIO 1/2 Kaxgoe. ATbTepHATHBHO, MOXKHO CINTATh, 9TO
BEpPOATHOCTHAsA MaluHa ThIOpUHTa MUMeeT JAOMOJHUTEIBHYIO CAyYauHyIo JeHTY, Ha
KOTOPOU 3anucana GecKOHedHAs ABOMYHAS caydanHas cTpoka. CayvaiiHas JeHTa MO-
KET YUTATHCA TOJBKO B O/HOM HaIIPpABJCHHUU WM MNEPEXO/] B HOBOEC COCTOAHME MOXKET
3aBHUCETHh OT CHUMBOJIA, 0603peBaeMoro Ha 5TOU JEHTe.

PaccmoTpum Temeph cieyrommi eCTeCTBEHHBIH BOTMPOC: He ABASETCA JIH
runoTe3a P#ENP Heo6XOTUMBIM I TOCTATOYHBIM YCIOBHEM [Jisi CYIIIeCTBOBa-
HUS CTOWKHX KPHNTOTpaudecKuX cxem?

Heob6xomumocTh, 1 B caMOM jflejie, BO MHOTHX CJAyYasX HOYTH OYeBHIHA.
Bepuemcsa k npumepy 1. Oupegesum caeyouini i3bK

L ={(Ky,d, )| cymecTByeT coobienne m Takoe, 9T0 Ef,(m) = d u ero
i-BIi GUT paBeH 1}.

HAcno, uro L € NP: BMecTO ONUCAaHHOTO BO BBE/IEHIH MOJHOTO nepebopa
MOKHO TPOCTO yrafaTh OTKPHITHIN TEKCT M U TPOBEPHUTH 3a MOJNHOMHATBLHOE
Bpewms, 910 Fg (m) = d n i-w1it 6uT m paBen 1. Ecan ga, To BXomgHOE CIOBO
(K1, d, i) npuEnMaeTcs, B IPOTHBHOM CJIydae — OTBEpPraeTcs.

B upennonoxennn P=NP cyulecTByeT meTepMHUHUPOBAHHBIN MOJHHOMIU-
QJbHBIN AJTOPUTM, pacno3namoliuil a36k L. 3uas Ky u d, ¢ moMouibio 3T10-
ro ajropuT™Ma MOXKHO TOCTe[OBAaTeAbHO, MO OUTY, BHIYHCAUTH OTKPHITHIN
TekcT m. TeM caMbIM KpHITOCHCTEMa HECTOWKAaf.

ToT xe moaxon: yrajgaTh CeKPeTHBIH KIOY W TMPOBEPHTH (3a MOJMHO-
MUaTbHOE BpeMsi) MPaBUIBLHOCTEH MOTAAKW, TPHMEHNM B MPHHINTE I K APY-
ruM Kpuntorpapudeckum cxemaM. O THaKO, B HEKOTOPBIX CIy4adX BOZHUKAIOT
TeXHUYeCKHe TPY/IHOCTH, CBA3aHHBIE C TeM, YTO MO HHQPOPMANHH, KOTOpasd
MMeeTCsi Y MPOTHBHUKA, MCKOMas BeNNYHHA (OTKPBHITHIH TEKCT, CeKPeTHBIN
KJIIOY U T. T.) BOCCTAaHABINBAETCSA HEOTHO3HATHO.

Yo XKe KacaeTcs BOMPOCa O JOCTATOYHOCTH Tpeanonoxenus P#ENP, To
3/IeCh HaNpallnBaeTCs ClIeIYIONINH M01X01: BEIOpATh KaKyto-a1u60 NP-noanyio
3a/lavy U MOCTPOUTH HA €€ OCHOBe KPUITOTpA(pUUECKYIO CXeMY, 3a/ada B3J0-
Ma KOTOpoH (T. e. 3ajava, CTOSAIIAS Tepe] TPOTHBHUKOM) 6bira 661 NP-moa-
HoMl. Takwe MONBITKH MpeNIPUHAMAINCH B Hadaje 80-X T0/IOB, B 0CO6EHHOCTH
B OTHOIIIEHNH KPUITOCHCTEM C OTKPBITHIM KJIOYOM, HO K YCIeXy He MpHBe-
au. PeayibTaToM Bcex 5THUX MNOMBITOK CTAJ0 OCO3HAHUE CJaeyrolnero (akTa:
npaxe ecin P#NP, To nobas NP-nonrnas 3a1ada MOXKeT 0Ka3aThCs TPYIHON
JUIITh HAa HEKOTOPOH GECKOHEeYHOW MOCIe0BAaTEAbHOCTH BXOMHKIX CJIOB. VIHEI-
MU CIOBaMu, B onipefiefienne kiacca NP 3anoxkeHna Mepa CAOKHOCTH «B XY,IIIeM
cay4aey. [list CTOWKOCTH JKe KPHITOT padpuIecKoll cXeMbl He06XO[UMO, 9TOOH
3ajlava NPOTHBHHKA OLLIAa CJIOKHON «IOYTH Bciogy». Takum obpasoM, cTa-
JIO SICHO, 9TO [l KPUNTOrpaudecKoll CTOUKOCTH HEOOXOUMO CYIIeCTBEeHHO
6osee cuibHOE Mpefanonoxenne, veM P£ZNP. A nmenno, npeanonoxeniue o cy-
[IeCTBOBAHNH OHOCTOPOHHUX (PYHKIIHI.
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3. OTHOCTOPOHHHNE ®YHKIIHUHA

T'oBops HedpopManbHO, OMHOCTOPOHHAA PYHKIAS — DTO D(PPEKTUBHO BH-
qucauMas PYHKIHS, s 3aJa490 WHBEPTUPOBAHUS KOTOPOH HE CYIIEeCTBYeT
ek TuBHBIX ajiropuTMoB. [log WHBepTHpOBaHWEM MOHHMAeTCs MacCOBas
3a/1a¥a HaXOXK TeHUs MO 33 JaHHOMY 3HaYeHN0 (PYHKINH OMHOTO (11060T0) 3Ha-
deHns u3 mpoobpasa (3amMeTnM, 9TO ob6paTHas (DYHKINSA, BOOGIIE TOBOPS, MO-
JKeT He CyIIeCTBOBATH).

[TockoabKy TIOHATHE OJHOCTOPOHHEN (PYHKIINH — MeHTpaJbHOe B MaTeMa-
THYeCKOU KPUNTOrpaduu, HUXKe MBI faeM ero (hopMajibHOe Ope/iejdeHue.

[Tycts X" = {0, 1}" — MHOXecTBO BceX JBOMYHBIX CTPOK ManHBI n. [log
¢dynkunenn f Mbl moHuMaeM cemenctBo {f,}, re f, : X" — X" m = m(n).
Jlisi TPOCTOTHI M3JOXKEHUS MBI NpefnojaraeM, 9To n MpoberaeT BeCch HATY-
PaJbHBIN pAJ U YTO KaXKjasf U3 PYHKUHUH f, BCIOJY OmpejejeHa.

Dyuknus f HaszbIBaeTCs YECMHOU, €CIU CYUIeCTBYeT MOJNHOM ¢ TaKoOI,
ato n < ¢(m(n)) mas Bcex n.

ONPEAEJNEHUE 1. YecTHas pyuknns f Ha3wBIBAeTCS 00HOCMOPOHHED, €Can

1. CyiecTByeT HOJHHOMHAJIBHBIN QAT OPHTM, KOTOPHIH [/l BCAKOTO & BhI-
ancaser f(z).

2. Jlas 11060 HOJHHOMHAJILHOH BEPOATHOCTHON MamuHbl Thopmira A
BRITIOJTHEHO caeayioliiee. [lyeTs cTpoka 2 BeiGpaHa Hayga4dy u3 MHOXKeCTBa X"
(o6oznavaetcs z €g X"). Tormga gas 1060T0 MOIMHOMA P I BCEX TOCTATOTHO
OOJBIIAX N

Prif(A(f(2))) = f(z)} < 1/p(n).

BeposTHOCTE 3/1ech onpefenseTcs CAy9alHBIM BRIOOPOM CTPOKH T W CaAydaii-
HBIMHU BeJHYHHAME, KOTOphle A HCMOAB3yeT B cBoel paboTe.

YcnoBue 2 KavecTBeHHO O3HavaeT caefyioree. Jliobas moamHoMuaabHas
BeposTHOCTHas MamuHa ThiopuHTra A MOXKeT MO [aHHOMY Y HAWTH & U3 ypaB-
Hennsi f(2) = y UMb ¢ NpeHeGPEXKNMO MAJIOH BEPOSTHOCTHIO.

3aMeTuM, 9TO TpebGOBaHHE YeCTHOCTH HeNb3si ONYyCTHTh. [loCKOABKY mian-
Ha BXOJHOTO cioBa f(z) Mammubl A paBHA m, el MOXKeT He XBaTHTh MOJA-
HOMMAJBLHOTO (OT ™M) BpeMeHN MPOCTO HA BHIMACHIBaHWE CTPOKN &, ecanm f
CJANIITKOM CHUJIBHO «CKAMaeT» BXOMHBIC 3HAUCHIUA.

ScHo, 9TO U3 IpeAnoN0KEeHNS O CYIIECTBOBAHNT OJHOCTOPOHHUX (PYHKIHH
caenyet, 1To P#NP. Onnako, He nckaodena caefpyfomias cutyannsa: P£ENP,
HO OTHOCTOPOHHUX (PYHKIIWI HeT.

CytiecTBOBaHWEe OHOCTOPOHHUX (DYHKIWNH SIBASETCS HEOOXOMUMBIM yCJI0-
BHUEM J[IJisi CTONKOCTH MHOTHX THIIOB KPHNITOT padudeckKnx cxeMm. B HeKOTOpBIX
CaAy4Yasx 3TOT PaKT YCTaHABIMNBAETCS JOCTATOYHO HpocTo. O6paTuMcs onsiTh
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kK npumepy 1. Paccmorpnm dyukumio f takyio, ato f(r) = K;. Ona Bbrun-
cAUMa ¢ moMOIlbio aaroputMa (G 3a noimHOMHaAbHOE BpeMs. [lokaxem, 910
eciu f — He OTHOCTOPOHHSAA PYHKIINSA, TO KPUTITOCHCTeMa HecTonKad. [Ipes-
MOJOXKHUM, 9TO CYIIeCTBYeT MOJNHOMHUAJILHBEIN BEPOSITHOCTHHIH airopuT™m A,
KOTOPHI HHBEPTHPYET f ¢ BEPOATHOCTHIO MO KpalHen mepe 1/p(n) mis we-
KOTOpPOTO MOAHHOMa p. 3mechk n — minHa kKiawoda K. [IpoTuBHHK MoXeT
HOMaTh HA BXOM airopuTmy A kiawod Ky W MONYYHTH ¢ YKa3aHHOH BepOSAT-
HOCTBIO HEeKOTOpoe 3Hadenne r’ m3 nmpoobpasa. /lanee npoTuBHEK mogaét r’
Ha BXOJ asroputma G u noaydaer napy katoden (K, K}). Xors K} we 06s-
3aTeJbHO coBmajgaeT ¢ Ky, TeM He MeHee MO OMpeJeJeHHIO KPUITOCHCTEMEI
Dg;(Ek,(m)) = m gas ao6oro orkpeitoro rekcra m. [lockoabky K mai-
JIeH ¢ BepOATHOCTRIO MO KpafiHell Mepe 1/p(n), koTopas B KpunTorpadnu He
CYNTAETCH MPeHeOPeKNMO MaJOH, KPUITOCHCTEMa HeCTONKAas.

Jlasi ipyrux KpunTorpadudecKux cxeM MOJOGHBIN pe3yabTaT JHOKa3hIBa-
eTcs He cTOJb mpocTo. B pa6ote Umnanbsnuo u Jly6u [7] rokaszana Heobxomu-
MOCTH OJHOCTOPOHHHUX (DYHKIHU s CYIIECTBOBAHUS MeJOTO PfAfa CTOWKHX
KPUITOT pAaUIECKHX CXEM.

W3 Bcero ckaszaHHOTO clieyeT, 9TO MPEJIIOI0KEeHTEe O CYIIeCTBOBAHAN OJf-
HOCTOPOHHUX (DYHKIHUH ABIAETCA CAMBIM CTaOKIM KPUITOT pauIecKnM mpei-
MOJOYXKEeHNeM, KOTOPOe MOXKeT OKa3aThCs JOCTATOYHRIM IS JOKAa3aTelbCTBa
CYHIIECTBOBAaHUA CTOWKHX KPHNTOrpaUYeCKHX CXeM pas3andHbiXx TunoB. Ha
BRISICHEHWE TOTO, ABISETCS JU HTO YCIOBHE U B CAMOM Jlefle TOCTAaTOYHBIM, Ha-
MpaBieHbl 3HAYNTENbHBIE YCUINSA CIeNnaaucToB. TpyHOCTH 33 4a9u MOCTpoe-
HIS KPUNTOTPAPUIECKUX CXeM U3 OJJTHOCTOPOHHUX (PYHKIINI MOXKHO HOSICHUTh
Ha caenyoiiem npumepe. [lycts f — omnocToponnsis pyHkuus u Ham Tpeby-
eTCs MOCTPOUTH KPUNMOCUCMEMY € CEKPEMMHBLM Kat0uoMm. B Takoll kpunto-
CHCTEeMe HMeeTCH TOMBKO OJTHH KJAY — CeKPeTHRIH, KOTOPHLIN N3BECTEH U OT-
MpaBUTENI0, U TONYYATEN0 MHPPOBAHHOTO COOOIeHH . AITOPUTMEL I PO-
Bauusa F n gemudgpoBanns Dx 06a 3aBHCAT OT 5TOTO CeKpeTHOTO Katoda K
n TakoBHl, 9T0 D (Ex(m)) = m mis m1060ro oTKpHITOro Tekcta m. flc-
HO, 9TO eCJH KpHuTorpamMmy d coobIIeHnst m BHYNCIATH Kak d = f(m), To
OPOTHBHUK, MEPEXBATHUBINNN d, MOXKET BBIYHCAUTH M JUIIb C NpeHeOpeXK-
MO MaJoll BeposiTHOCTBhI0. Ho Bo-mepBHIX, HENOHATHO, KaKUM 06pa3oM CMO-
JKeT BOCCTAHOBHTH COOOIIEHNE M W3 KPUITOT paMMbI 3aKOHHBIN TONYYaTENb !
Bo-BTOphiX, u3 Toro, uto ¢QyHKNNs [ OTHOCTOPOHHAA CJAEIYeT JHIb, YTO
OPOTHBHUK HE MOXKeT BBIYHCAUTH BCE coobIlieHNe MeqnkoM. A BTO — BecCh-
Ma HU3KHH YPOBeHb CTOWKOCTH. ZKelaTenbHO, 9TOOB MPOTHUBHUK, 3HAIOIINH
KPUOTOTpaMMmy d, He MOT BBIYHCJAHTH HH OJHOTO 6GHTA OTKPHITOrO TEKCTA.

Ha macTosmimii MOMEHT JOKa3aHO, YTO CYIIeCTBOBaHHE OTHOCTOPOHHUX
(DYHKIHH ABISETCS HEOOXOMUMBIM U JOCTATOYHBIM YCJIOBHEM [Jisi CyIIECTBO-
BaHUS CTOUKHX KPHNTOCHCTEM € CEKPETHBIM KJIOYOM, a TaK:Ke CTOWKHX
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KPUNTOr paniecKnx MPOTOKONOB HECKONBKUX THIOB, BKJIIOYAs TMPOTOKOJbBI
saekTporHOU nognucu. C Ipyrolt CTOPOHEI, UMeeTcs pe3yabTaT UMnaabsanmno
n Pyanxa [9], KoTOpHIT ABISIETCS JOCTATOTHO CHIBHBIM aPTYMEHTOM B TMOJB3Y
TOTO, 9TO /IS HEKOTOPHIX THMOB KPHNTOTPAQUIeCKUX CXeM (BKJI0Yas Mpo-
TOKOJBI pacupenenenns kioded tnna /[nddn-Xemrvana) TpebyoTes 6ogee
CHJbHBIE TIPEATNONOKEHUA, YeM TPeANnoJoKeHle O CYIIeCTBOBAHUN OJTHOCTO-
pouHuX GyHKIHA. K cOXaneHn o, 5TOT Pe3yabTaT CAUIIKOM CIOKHBIN, YTOORI
€ro MOYXHO OBLIO Pa3bICHUTH B HACTOSAIIEH CTAaThe.

4. IICEBIOCIYYAINHBLIE TEHEPATOPHI

CylrecTBeHHBIN HeJJOCTATOK g pa Beprama cocToOUT B TOM, ITO KJIIOTH
onHOpas3oBuie. MOXKHO A1 M36aBUTHCA OT DTOTO HENOCTATKa 3a CIET HEKO-
TOPOTO CHUXKeHns cToukocTu? OJUH U3 cnocobOB pelleHns >TOH TPoSIeMbl
cocTonT B caefayiomeM. OTIpaBUTeNb W NOJydaTeNb UMEOT OOIINH ceKpeT-
HBIH K109 K JJIUHBI 7 W C TOMOIIBI0 HEKOTOPOTO MOCTATOYHO 2P PeKTHBHO-
ro aJIropuTMa ¢ TeHepHPYIOT M3 HEro MOCJIe[oBaTerbHOCTh 1 = ¢(K) min-
HBI ¢(n), r1e ¢ — HeKoTOpHIH moanaoM. Takas kpuntocncTeMa (0603HATHM
eé C'r) mo3BoaseT mWndpoBaTh coobIIenne m (MIn COBOKYTHOCTH COOOIIEHN )
JIIMHOM 10 ¢(n) 6uTOB N0 GopMyne d = r § m, Te & — NOopas3psIHOE CIOKe-
Hie 6UTOBLIX CTPOK O Moay.o 2. /lemudpoBamne BRMOAHACTCA MO GOpMyJIe
m =d & r. Uz pesyasTaToB lllennona BLITekaeT, 9To Takas KPUNTOCHCTEMA
He ABASeTCA abCOMIOTHO CTOUKON, T. €. CTOUKOW MPOTHB J060r0 MPOTHBHH-
Ka (B YeM, BIpodeM, HETPYIHO y6eanThcs W HenmocpeacTBenno). Ho ato 6y-
JeT, eciu TpebyeTcsA 3alNIIAaTHCA TOABKO OT MTOANHOMHANLHO OT PAHNIEHHOTO
MPOTHBHUKA, KOTOPHIH MOXKET aTaKOBAaTh KPUMITOCACTEMY JHUIIH C TOMOIIBIO
MOJHHOMUATHHBIX BEPOATHOCTHHIX airopuTMOB? KakmMm ycaoBHAM TOMKHEL
YIOBJIETBOPATH MOCAETOBATETHHOCTD 7' H AITOPATM ¢, 9TOOH KPATTOCHCTEMA
C'r 6nu1a ctonikon? [lonckn oTBETOB Ha 3TH BONMPOCH MPUBEJAH K MOSIBAEHUIO
MOHATHSA TCEBJOCTYIalHOTO TeHepaTopa, KOTopoe OBIIO BBeAeno BaomoM u
Mukasmn [3].

[ycts g : {0,1}* — {0,1}2(") — ¢pynkuns, BerancIEMAas 3a TOTHHOMIATb-
roe (oT n) Bpemsi. Takas QpyHKINS Ha3bIBaeTCs reHepaTOpoM. UHTYyHTHBHO,
reHepaTop ¢ ABIAETCSA MCEBIOCTYIaNHBIM, €CIU MOPOKJaeMBIe M TOCTeI0Ba-
TeAbHOCTH HEOTJMIUMBI HUKAKAM MOJHHOMUATBHLIM BEPOATHOCTHHIM AT o-
PATMOM OT CIY9alHBIX MOCJTEIOBATENLHOCTER TOH XKe qinHbl ¢(n). Popmann-
HO DTOT OOBEKT OMPEfeaseTCs CIeIyONuM 06pa3oM.

[Iycth A — monmHOMUAdbHAA BepOATHOCTHAA MalmuHa ThilopuHra, KOTO-
pas moJyYaeT Ha BXOJ€ TBOMIHBIE CTPOKN JINHBI ¢(7) W BEITaéT B pe3yabTaTe
cBoell paboThl ogun 6uT. [lycTh

Pi(A,n) = Pr{A(r) = 1|r €g {0,1}2M}.



Kpunrorpagnsa n Teopus ca0XXKHOCTH 79

BeposiTHOCTB 3/1ech onpeefsieTcs CAyYallHBIM BEIOOPOM CTPOKH I U Caydali-
HBIMHU BeJHWYNHAME, KOTOphle A Hcmonb3yeT B cBoell paboTe. [lycTh

Py(A,n) = Pr{A(g(s)) = 1]s €r {0,1}"}.

JTa BePOSITHOCTH ONpe/IefsieTCs CIYYallHBIM BEIGOPOM CTPOKH S U CAYYalHBI-
MU BeJHYHHAMU, KOTOPHEe A mcnoab3yeT B cBoell pabote. [logdepkuém, 410
(PYHKINA ¢ BBIYUCAACTCH TeTEePMUHUPOBAHHBIM aJlrOPUTMOM.

OnPEAEJEHUE 2. lenmepaTop ¢ HaswIBaeTca Kpunmozpaguuecku cmotixum
nce6docayuatinblm 2EHEPAMOPOM, €CIH I JI060H HOJNHOMHAILHON BEPOAT-
HOCTHON Mamuubl Thiopuara A, mis 1060ro HOIHHOMa p U BCEX JOCTATOTHO
OOJBIINX N

|P1(A’fl) - PQ(An)l < 1/p(n)

Beioy HuKe MBI i KPATKOCTH Oy/eM Ha3biBaTh KPHITOTpadpuueckn
CTONKHE MCeBI0CTyYaliHble TeHePATOPHI MPOCTO TCEBAOCAYIalHBIME TeHepa-
Topamn. Takoe cokpallenne sBISeTCA OOHIENPHHSTHM B KPHITOT paduIecKon
JAuTepaType.

HeTpyuo y6equThest, 9TO IS CYMIeCTBOBAHNS NICEBIOCTYIalHBIX ['eHepa-
TOPOB HEOOXO[MMO CYIIeCTBOBaHNE OTHOCTOPOHHNX QyHKINA. B camoMm nere,
caMa QYHKINA ¢ TOMKHA 6BITH OTHOCTOPOHHEN. /l0Ka3aTenbCTBO 3TOTO MPo-
cTOro (hakTa MBI OCTABJISEM YNTATENO B KadecTBe ylpazkHeHus. Bompoc o
TOM, SBISETCS JH CYIIeCTBOBaHME OJTHOCTOPOHHUX (PYHKIHH OTHOBPEMEHHO
W JTOCTATOYHBIM YCJIOBHEM, JOJTOe BPeMs OCTaBajics OTKPHITHIM. B 1982 r.
flo [10] mocTponma mceBROCAYIaWHBIN TeHEePATOP, UCXOIS U3 TPEITOIOKeHIs
O CYIIECTBOBAHUN 0OHOCTNOPOHHUT NEPECTMAHO60K, T. €. COXPAHAIONINX IIHHY
B3aNMHOOJHO3HAYHEIX OJHOCTOPOHHNX (YHKIHH. 3a DTHM TOCIeTOBATA Ce-
pust paboT, B KOTOPHIX IOCTATOYHOE YCIOBHE BCé Gogee n 6osee 0Caabasioch,
noka Hakowen B 1989-1990 rr. Umnaxbsuno, Jlesnu n Jy6n [8] n Xoctan [6]
He MOMYYHJIH CIeAYIONHNT OKOHIaTeIbHBIN Pe3yIbTaT.

TroPEMA 1. [lce6docayuaiinbie 2enepamopsvt cywecmeyiom mozda u
moabko mozda, Ko2da cyulecmeyom odHOCMOPOHHUE HYHKYUL.

[lceBmocaydaiinbie reHepaTOPLl HAXOAAT MPUMeHEeHHe He TOJbKO B KPHII-
TOrpaduu, HO W B TEOPHH CIOKHOCTH, U B APYTHX O6JACTAX JHCKPETHON
maTemaTuku. O6CyXK TeHne DTUX MPHIOKEHHH BEIXOIUT 3a PAMKH HACTOSIIEH
CTaThU. 3/eCh Ke B KadeCTBe WIAICTPANUH MBE PacCMOTPUM OTNHCAHHYIO B
Hadaje JaHHOTO pa3zfena kpuntocuctemy Cr, HCHOAB3YIOUIYIO TICEBIOCAYYali-
HBEIII TeHepaTOp B KadecTBe ajiroputma ¢. [Ipexjge Bcero, HaM HEOOGXOIHMO
IaTh ONpe/eleHne CTONKOCTH KPUITOCHCTEMBI € CEKPETHBIM KJIIYOM.

Ilycte Fx — anaropnTm mudpoBaHus KPANTOCUCTEMEI C CEKPETHRIM KJIIO-
qoM. O603HaINM pe3yabTaT ero pabotel d = Ei(m), 3qech K — ceKpeTHbIH
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KJII0Y MMHON 1 GUTOB, a M — OTKPHITHI TeKcT Aannol ¢(n) 6utos. Yepes
m; 0603HaYaeTCA i-BIil 6GHT OTKPHITOr O TekcTa. IlycTh A — NmoinHOMAalbHAd
BepOATHOCTHAA MallnHa ThlOpHHTa, KOTOpasd NOAydaeT Ha BXOJ KPHITOTPaM-
My d m Beiaér mapy (i,0), rae i € {1,...,q(n)}, o € {0,1}. UaTyuTusHo,
KPUNTOCHCTeMa ABJSeTCA CTOHKOI, ecim HHKaKad MalimHa Tblopunra A me
MOKeT BBIYHCAUTEL HE OJHH GHT OTKPHITOTO TEKCTa ¢ BePOATHOCTBIO yclexa,
CYIIECTBEHHO GOJbIIe, 9eM IPH MPOCTOM yraJblBaHuM.

OnpPEAEJEHUE 3. KpunrtocucrteMa Ha3kIBaeTCH CTOUKOU, ecad s J0O60M
MOJUHOMUATHHON BePOATHOCTHON Mammubl Thiopnara A, mis ao6oro moan-
HOMa p W BCEX JOCTATOTHO GOMBITHX 7

Pr{A(c) = (i,0) & o = m;| K €r {0,1}", m €r {0,1}*"} < 1/241/p(n).

JTa BepPOSTHOCTH (BCIOIY HUXKe /15 KPATKOCTH MBI €€ 0603Ha1aeM npocTo Pr)
OTpeIeNACTCA CIYIaNHBIM BHIGOPOM CeKPeTHOTO Katoda K, c1yIaiHBIM BHIGO-
POM OTKPHITOTO TEKCTA M W3 MHOKECTBA BCEX MBOMIHKIX CTPOK JJINHBI ¢(n)
T CTYIaWHBIMI BeJXTINHAMA, KOTOpBEe A UCTONB3yeT B cBoell paboTe.

[Mokaxkewm, aTo kpuntocuctema Cr ¢ NCEBJOCIYYalHBIM Te€HEPATOPOM B
KadecTBe ¢ ABAAETCA CTOWKOHW B CMBICJAE JaHHOrO onpejgenenns. [Ipexmono-
KM TPOTHBHOE, T. €. YTO CYIIECTBYIOT MOJNHHOMUAJABbHKEIH BEPOSITHOCTHHIH
aaropnt™ A m moamHOM p Takme, 9to Pr > 1/2 4 1/p(n) s 6eckonedHo
Muorux n. PaccmoTpuM anropmTtm B, KOTOpHIM moJgydaeT Ha BXOJe JBOMT-
HYIO CTPOKY 7 IIWHE ¢(n), BEIGupaeT m €g {0, 1}Q(n), BuIInCaseT d =m E r
7 BBI3BIBaeT A Kak MOJMPOTpaMMy, MojaBas el Ha BXo[ cTpoky d. [Tony«ans
or A mapy (i,0), B mpoBepser, TeHCTBHTENBHO JU M; = O W €CIH Ja, TO
BEI[aéT 1, B npoTuBHOM cay4ae — 0, u ocTaHaBiuBaeTcs. Jlerko BugeTh, 9T0
B pa6oraet 3a noanroMnanbroe (0T n) BpeMms. Y6eanmcs, 9To aaroputy B
OTJAWTAET TCEBIOCTYIalHbIE CTPOKN, MOPOXK IEHHKIE TeHePATOPOM ¢, OT CIy-
9alHBIX CTPOK JINHH ¢(n). B camoM jene, eciim CTpOKH r, MOCTynaoIIne Ha
BXOJ B, ABAAOTCA CIyIalHBIMA, To d — KpunTorpamma mudgpa Beprmama u,
cornacuo Teopeme lllennona, Pr = 1/2. Ecan cTpoku r TOpOX IeHbI TeHepaTo-
pPOM ¢, TO KPHNITOTPAaMMHE d HMEIOT TaKoe JKe pachpejenenne BeposTHOCTEN,
Kak B kpuntocucteme CT, I, COTJIACHO Tpeanojoxennio, Pr > 1/2 4+ 1/p(n)
mias 6eckonedHo MHOTHX 1. [lofdydennoe npoTuBopetdne ¢ onpegereHneM MCeB-
JOCTYIalHOTO TeHepaTopa JOKa3hiBAeT YTBEPKACHNE O CTONKOCTH KPHITO-
cuctembr Cr.

PasymeeTcs, cTONKOCTH KPUNTOCUCTEMBI C CEKPETHBIM KJIIOTOM MOXKHO
OTpeeNATh Pa3TuIHBIM o6pasoM. Hanmpnmep, MOXKHO paccMaTpuBaTh CTOM-
KOCTH MPOTHB aTaKM ¢ BEIGOPOM OTKPHITOTO TEKCTa: MPOTHBHIK MOXKET Mpe/I-
BapHUTEILHO BHIOPATh MOANHOMHAAALHOE KOMHIECTBO OTKPHITHX TEKCTOB H TO-
JY9UTh WX KPANTOTPAMMEBI, MOCJAE Yero OH MoaydaeT Ty KPHNTOTPaMMy, 1O
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KOTOpOH eMy TpebyeTcsi BRIYHCIUTE XOTS ObI OJHH OGHT COOTBETCTBYIOIIET O
OTKpHITOTO TekcTa. HeTpyano ybequThesi, aTo kpuntocuctema C'r ¢ nceBro-
CIAy4YallHBIM T€HEePATOPOM B Ka4decTBe ¢ ABJSETCH CTONKON W NPOTUB aTaKH C
BBIOOPOM OTKPBITOTO TEKCTA.

Takum o6pazom, MKl YOeININCH, YTO C TOMOIIBIO TICEBIOCAYIalHEIX TeHe-
PaTOPOB MOYXKHO CTPOUTH CTOWKHE KpunTocucTeMbl. QOCHOBHOe HalpaBJeHUe
HCCJAeJIOBAaHUN B JaHHOW O6JACTH — MONCK METOJOB MOCTpOeHus 3PPeKTHB-
HBIX TICEBJIOCIYYallHbIX TeHepaTOPOB Ha OCHOBE PA3JHYHBIX KPHITOT padude-
ckux npeanonoxenni. [lokazaTenem >dpPeKTHBHOCTH 3/IeCh CAYKUT KOJTYE-
CTBO OMepalnil, 3aTpavYuBaeMbIX HA BHIYHCJIEHNE KaKJOTO OYepeaHoro 6uTa
MCEeBIOCIYYaHON MOCJIeI0OBATEIbHOCTH.

5. /IOKABATEJBLCTBA C HYJEBBLIM PA3TJAIEHUEM

[Ipeanonoxkum, 1To Anca 3HaeT MOKa3aTelbCTBO HEKOTOPOH TEOPEMBL I
KeqaeT ybennth boba B ToM, 1TO Teopema BepHa. Komedno, Aamca mMoxeT
OpOCTO mepefaTh JoKazaTelhcTBO Bo6y ma mpoBepky. Ho Torga Bmocien-
cTBun bo6 cMmoxkeT cam, 6e3 momornn AJHNCH, TOKA3bIBaTh TPEeTHAM JHIAM
Ty Teopemy. A MoxkeT am Aanca ybequnTh bBoba Tak, 9TO6BI OH HE MOJYTHI
OpH DTOM HHKAKOH MH(POPMAINHH, KOTOpas MOMOIJa Obl €My BOCCTAHOBHTH
MOKa3aTeJbCTBO TEOPEeMBI! ODTHM JABYM, Ka3aJoCh OBl B3aNMHO HCKJIOYAIO-
M TpeOOBaHUAM, YIOBICTBOPAIOT MPOTOKOALI JOKAa3aTeAbCTBA C HYJIEBLIM
pasraamenneM. [locaernee mousitue ObLIO BBejeHo loabaBaccep, Mukaanm n
Pakoddom B 1985 r. [4].

PaccmaTpuBaeTcs caefyioiias Mogens TpoTokoaa. B pacnops:xennn Aan-
cel 1 Bo6a mMeroTcs BeposTHOCTHHIe MamuHbl Thiopuara P uw 'V cooTBeT-
CTBeHHO. BuMncintenbuble pecypchl, KOTOpble MOXKeT MCHOAb30BaTh AJmca,
HeorpaHHYeHBI, B TO BpeMsa KaK MaminHa V paboTaeT 3a MOJMHOMHAILHOE
Bpemsa. Mamunael P 1 V nMeror 0611yi0 KOMMYHHKAIHOHHYIO JEHTY IJIf 06-
Mena coobrmennaMu. [locie 3anucn coobienns Ha KOMMYHUKAINOHHYIO JeHTY
MaIllNHa MEePEXOJINT B COCTOSHNE OXHUJIAHUSA M BBIXOJNT U3 HETO, KaK TOJb-
KO Ha JeHTy 6yJeT samnmncano oTBeTHoe coobmenne. Mamnuasr P n V nmeror
TakKe OOIIYI0 BXOJHYIO JEHTY, Ha KOTOPYIO 3alMHCAaHO BXOIHOE CIOBO . YT-
BepixK eHne, KOTOpoe goKasbiBaeT Aawca, cyTh «& € Ly, rie L — HeKOTOpHIR
¢ukcnpoBaHHBN (n3BecTHHIN U Anuce, 1 Bo6y) s3eik. YToOB n36€:KaTh TPH-
BHAJIBHOCTH, 36K L moMKeH 66ITh TPy tHBIM (Hanpumep, NP-nonubiv), nnade
Bo6 cMoxkeT caMocTOATEIBLHO TPOBEepHUTE, 9T0 & € L. Ilo cymecTBy, mpoTokoa
MOKa3aTeJhCTBA COCTONT B TOM, IT0O B06, HCTOAB3y S CIy1alHOCTh, BHIONpaeT
HEKOTOPKIE BOMPOCH, 3a1aéT nX AJHce W NpoBepseT MPaBHILHOCTH OTBETOB.
Boimosnenne mpoTOKOJa 3aBeplllaeTcs, KOrjga MallnHa V OCTaHaBAMBAeTCH,



82 H. Il. Baprosckuit

IPH DTOM OHA BBITAET 1, eCa JOKa3aTeqbCTBO TPHHATO, 1 0 — B IPOTHBHOM
caydae.

[lycte Am B — 1Be HHTEpPAaKTHBHEIE, T. €. B3aNMO/IEHCTBYIOMINE depe3 00-
Y10 KOMMYHIKAIHOHHYIO JEHTY, BepOATHOCTHHIE MalnHbl Trhiopuara. Yepes
[B(z), A(z)] o6o3navaeTcs caydaiiHas BeINYNHA — BBIXOTHOE CJIOBO Mallll-
Hbl A, Korga A u B pab6oTaioT Ha BXoAHOM cjoBe z. Yepes |z| obosnavaeTcs
JIMHA CIOBA .

OnPEAEJNEHUE 4. Humepaxmuenvim doxazameabcmeom das azvika L ma-
3bIBaeTCs TMapa WHTepakTuBHEIX Mammni Teiopuura (P, V) Takas, 9To BH-
MONHAOTCA CIEIYIONINe [Ba YCIOBHA.

1. (Ionrota). /las Bcex z € L

Pr{[P(z),V(z)]=1} = 1.

2. (KoppekTrocTs). /las xoboi mammusr Teiopuara P*, mis ao6oro mo-
JUHOMA p U A1 BcexX ¢ ¢ [ mocTaToqHO GOJBIION JTJIHHBI

Pri[P*(z), V(2)] =1} < 1/p(|z).

IToamoTa o3mHavaeT, 9YTO ecJam BXOMHOE CJIOBO MPUHAMICKHUT A3BIKY L T
o6a ydacTHuka, u Aauca, u Bo6, caeqyioT TNpoOTOKOIYy, TO J0Ka3aTelbCTBO
6ymeT Bcerga mpuHATO. TpeboBamne KOppeKTHOCTH 3aliniiaeT bBoba oT He-
YeCcTHOU AJNCH, KOTOpas METaeTcsi OOMaHyTh ero, «I0Ka3kIBasy JOKHOE YT-
Bep:xkaenue. [Ipu oToMm Aamca MOXKeT KaKiM yroJHO 06pa3oM OTKIOHATHCS OT
MefCTBUU, MPeINuCAHHBIX MPOTOKOJOM, T. €. BMecTo Mamuubl Teiopuara P
HCTIOJMB30BATH J06yI0 npyryio Mainuy P*. Tpe6yetcs, 4T06bI BepOsSTHOCTH
obMaHa ObLTa B JTI0O0M CAy€ae MpeHeOpeKnMo MaJol.

ONPEAEJIEHUE 5. WHTepaKTUBHBIN TPOTOKOM JOKA3aTENbCTBA JIis A3biKa L
Ha3BIBAETCA JOKA3AMEABCME0M € AOCOAIOMHO HYAE6HLM PA3CAAUEHUEM, ECIH,
KpoMe ycaoBuil 1 u 2, BEIOJHEHO eIé U CJefyiolliee YCIOBHe.

3. (CBoiicTBO HyseBoro pasraamenns). /las 10600 TOIMHOMHATHHON Be-
posiTHOCTHOU Maninubl ThiopuHTa V™ cylllecTByeT BepOSTHOCTHAs MalllnHA
Teropuara My «, paboTatoiiasg 3a HOJINHOMHUAJIBLHOE B CPeJHEM BpeMs, U Ta-
Kasf, ITO JJasA Bcex x € L

My (z) = [P(z), V*(z)].

Mammra My« HazbIBaeTcsi Mojeaupytolieid Marrnuon mis V™. Ilpexmo-
JaraeTcs, YTO MaTeMaTHdeCKoe OXKHaHIe BpeMeHH €€ paGoThI OTpaHHYeHO
HOJMHOMOM OT JUIMHBI Z. JTO O3Ha4YaeT, 4TO B npuHunume My» MoxkeT, B
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3aBUCAMOCTH OT TOTO, KaKWe 3HAaYeHns MPAMYT HCTOAb3yeMbie B eé pabo-
Te cayvdalHble MepeMeHnble, paboTaTh gocTaTo4dHo fnoiro. Ho BeposTHOCTH
TOTO, 9TO BpeMs eé paboThl MPEBHICHT HEKOTOPYIO MOJHHOMUATLHYIO TPAHN-
my, Maga. Jlas kaxgoi Mammmusl V™ CTPOUTCSA CBOS MO/JIeJINpPYolias Malllnna;
noCIeTHSAS MOXKeT HCMONB30BaTh V™ Kak nognporpammy. Yepes My« (z) 060-
3HaYaeTCA CIydalHas BeJUINHA — BHIXOAHOE CTOBO Mamnusl My «, kor1a na
BXO/le Ofa TMoJydaeT CJIOBO X.

CBOICTRBO HyJEBOTO pasTallleHns 3amuinaeT AJncy oT HedecTHoro Bo6a,
KOTOPBIH, TPON3BOJBLHO OTKIOHSAICH OT AEHCTBUI, MPEANUCAHHBIX TPOTOKO-
qoMm (mcmoaw3yst V* Bmecto V), MBITaeTCs W3BJA€YH M3 €r0 BHITMOJHEHHS [0-
MOJHUTETBHYIO HHPOpPMATHio. YcaoBne 3 o3uadaeT, 9To Bo6 MoxeT pn 5ToM
MOJAYIATH TOAHKO TaKylo WHPOPMANNIO, KOTOPYIO OH CMOT OB BEIMHCAATE W
CaMOCTOSTENBHO (6€3 BHIMOJHEHHS TPOTOKOMIA) 38 MOINHOMHUAIHHOE BPEMS.

[IpuBeeM B KatdecTBe mMpuMepa MPOTOKOJ JOKA3aTeAbCTBAa C abCOJIOTHO
HyJeBEIM pasraatienueM mis s3sika U3OMOPDPU3M I'PADPOB u3 paboTh
Foabapaiixa, Mukaau u Burgepcona [5]. Bxo1HBIM cJIOBOM siBAsieTCS Mapa rpa-
doB Gy = (U, E1) n Go = (U, Egp). 3nech U — MHOKeCTBO BepIlINH, KOTOpOe
MOKHO OTOXK/IECTBATH ¢ MHOXKECTBOM HAaTypasbHbeIX wucea {1,....n}, Fy n
Ey — muoxecTBa pébep Takue, 9to |Ey| = |Ey| = m. I'padwur Gy n G Ha-
3BIBAIOTCA M3OMOP(MHBIMHA, €CJAU CYIIeCTBYeT MepecTaHoBKa (¢ Ha MHOXKECTBe
U takas, 1to (u,v) € Fy Torma m Toabko Torja, korga (¢(u), ¢(v)) € E4
(o6oznavaetcs G = ¢(Gy). 3agada pacnosHaBanms n3oMopduaMa rpagoB —
XOPOIIIO U3BeCTHAA MaTeMaTHIeckas 3afatva, JJasg KOTOPOH Ha JaHHBIH MOMEHT
He W3BeCTHO MONMHOMHUAIBHEX aaropnTMoB. C Ipyroi CTOPOHE, HEN3BECTHO,
ABAseTCs Ju >Ta 3aga1a NP-monnoli, XoTs ecTh Beckue OCHOBaHUSA Tpe/moa-
raTh, 9TO HE ABAACTCA.

[TroTOKOI IG

HIyems ¢ — uzomopduszm mencdy G1 u Go. Caedyoujue vemnipe waza
6bINOAHAIOMCA 6 YUKAE M Pa3, Kadcdblli pa3 ¢ HE3A6UCUMbLMU CAYUATHBLMU
6 EAUYUHAMU.

1. P svnibupaem cayuaiinyio nepecmanosxy ™ Ha mHoxcecmee U, 6bluucas-
em H = Gy u nocvliaem amom 2pag V.

2. V ewvibupaem cayuaiinwii 6um o u nocwvlaaem e2o P.

3. Feau a = 1, mo P nocvliaem V nepecmanosxy m, 6 nPOMUE6HOM CAYUGE
— MEPECMAHO6KY T O .

4. Fcau nepecmanoexa, noayuennas V, HE A6ALEMCA U3OMOPPHUIMOM
mencdy G, u H, mo V ocmanasiueaemesa u omeepzaem Jdoka3ameabcmeo.
B npomuenom cayuae 6binoaneRUe NPOMOKOAA NPOIOANCAEMCA.
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Ecau nposepru n.4 daau noaoscumeabublii pe3YAbMam 60 6CEL M YUKAAT,
mo V npunumaem Jdoka3amebcmeo.

3aMeTuM, 4To ecan B npoTokode IG mamuura P noaydaeT nzomoppusm ¢ B
KadecTBe MOTNOJHUTEIBLHOTO BXOTHOTO CJIOBA, TO €l [Iif BHITOJHEHIS TPOTOKO-
Ja He TpeGyITCHs HeOrpaHHYeHHBbIe BRIYHCJINTENbHBIE pecypchl. boiaee Toro,
B 3TOM caydae P mMoxeT OBITH MOJHHOMHAILHOW BEPOSTHOCTHOW MAIlIMHON
Trropunra.

TeoPEMA 2 ([5]). IIpomoxoa IG seasemcs doxazameabcmeom ¢ abco-
A0OMHO HYAE6bIM padedquwentem das a3vika U3OMOPDPU3M I'PADOBRB.

[MoaroTa npotokoaa IG ouyeBuHa.

Jlasi 1okazaTenbCTBa KOPPEKTHOCTH JOCTATOYHO 3aMETHTh, 9YTO OHT «,
KOTOphIN V BeIOHpaeT Ha I1are 2, ykazwiBaeT P, mist kakoro u3 rpagos — G
win (G1 — TpebyeTcs MPOAeMOHCTPUPOBaTh u3oMopdusm ¢ rpadom H. Ecau
Go u Gy He uzomopdHubl, To H MOXeT 6BITh H3OMOPQEH, B JydIleM clIydae,
ogHoMy u3 Hux. [looToMy mpoBepka n. 4 macT MOMOKUTENBHBIN PE3YJIbTAT C
BepoATHOCTRIO < 1/2 B onHOM nukie u ¢ BeposTHOCThIO < 1/2™ Bo Bcex m
MHKJaX.

JlokazaTeabCTBO CBOUCTBA HYJIEBOTO pa3TJallleHus 3HAYNTEIbHO CI0XKHEee.
[ToaTOMy MBI BOCHpPOU3BOJIHM TOJBKO OCHOBHYIO Hjet0. [Ipex e Bcero, zame-
THM, 9YTO OCHOBHAf 3aja4a MAIIHHK V* — MOAYYNTh MAKCUMATbHO BO3MOXK-
Hyio nadopmanuio 06 uzomopduzme mexay Go u G1. EctecTtBenno mpenmno-
JOXHUTh, YTO OHa, B oTan4dne oT V, 6yJeT BHJaBATh B Ka9ecTBE BHIXOTHOTO
COBa He ONMH OUT, a BCIO MONYYEHHYIO B pe3y.ibTaTe BHINOJHEHHS MPOTO-
KoJia nH(popManno, BKIYas rpapsl H u nepecTaHOBKH, HOJydeHHBIE COOT-
BeTCTBeHHO Ha mmarax 1 m 3 mportokona IG. Mogenupytomias mamuaa My«
MOJYKHA yMeTh CTPOUTH TaKne YKe rpadbl U MepecTAHOBKH, He 3HAf MPH DTOM
mzomopduam ¢! [TooTtomy My » mBITaeTcs yrajgaTh TOT OUT &, KOTOPHIT 6y-
JIeT 3anpocoM MatnuHel V™ Ha mrare 2. /las sTtoro My« BeIbupaeT caydaiHBIT
6uT 3, ciyvaiiHylo nepecTaHOBKY ¥ n BeriucaseT H = Gg. [laree My« 3amo-
MHHaeT COCTOsIHME MalInHbl V* U BHI3BIBaeT €€ KaK MO/IpOTpaMMy, TogaBas
eil Ha BXoq rpad H. OrBeTtoMm mammubl V* GygeT HeKOoTOpHIH 6uT a. Ecian
o = 3, TO MOJIeTUpOBaHNe B JaHHOM IHKJE 3aBEPIIEHO YCHEITHO, MOCKOIBKY
Myv» MOXKeT TpOoAeMOHCTPHPOBATH TpebyeMblil n3oMopdusM. Ecin xe o # 3,
10 My * BocCcTaHaBIMBaeT paHee COXPaHEHHOe COCTOSHNE MAllnHbl V* U 10-
BTOpSAET MONBITKY.

Ecan B onpefesennn cBONCTBa HYJIEBOTO pasraallleHus 3aMeHHTh pPaBeH-
cTBO caydanuex Beanana My« (z) n [P(z), V*(z)] Tpe6oBanmeM, 9TO6H X
pacupejeleHnsi BEPOSTHOCTEN «NOYTH He OTINYANNCHY, TO NOXYIHTCH JpPY-



Kpunrorpagnsa n Teopus ca0XXKHOCTH 85

ras pasHOBH/HOCTH J0OKa3aTeIbCTB — JOKA3AMEABCNGA CO CIMATMUCTIUYECKU
HYAEGBIM PA32AAULEHUEM.

Emte oanu tun — dokazameabcmea ¢ 6bINUCAUMEADHO HYAEEBIM PA32AA-
wenuenm. B oTom caydae TpebyeTcs, 9TOOB MOJCINPYIONIAs MallliHA CO3a-
Bajla pacrnpejeleHne BepOSTHOCTEH, KoTopoe HeoTandnmo ot [P(z), V*(z)]
HUKAKIM TOJHHOMHATLHEIM BEPOATHOCTHBIM AJITOPHTMOM (HEOTIANIAMOCTE
3/1eCh ONlpe/ie/IfeTCsA aHAJOT MIHO TOMY, KaK 2TO eJaloCh B Ol pe/IeJeH i NCeB-
JIOCHY4ANHOTO TeHepaTopa).

[loguepknéM 0cob0, 9TO BO BCeX TPEX OIpejeleHnAX HyJAeBOTO pasTaalile-
HUS YCJAOBUS HAKJAaBIBAIOTCA Ha ACHCTBHS MO/EJUPYIOUICH MAUIMHBI TOJIBKO
Ha TexX CJA0Bax, KOTOphIe IPUHAJIekKaT A3LIKY.

[TomuMo mHTepeca K J0OKa3aTelbCTBaM C HyJeBLIM pa3rialleHueM KakK K
HeTPHUBHATLHOMY MaTeMaTHIeCKOMY OOheKTY, OHH MCCACIYIOTCH TaKke W B
CBABM C MpaKTHICCKAME TpHaokennamu. Hanboree ecTecTBeHHBIN 1 BayKHLII
THI TaKNX MNPHJIOKEHHH — NPOTOKOAB ayTeHTudukanuu. C mMOMOIIbIO Ta-
KOTO mpoTokoaa Annca moxkeT nokaszaTh boby cBolo ayTeHTHYHOCTH. [Ipen-
MOJMOKHUM, HampuMep, 9To AJnca — 5TO HATeNLIeKTyadbHas GaHKOBCKas Kap-
TOYKa, B KOTOPO#l peaamszoBan aaroput™ P, a Bo6 — 5To koMnbioTep 6anka,
BHITOMHAOIINN nporpaMMy V. IIpexk e 1eM HadaTh BHITOAHEHNE KaKUX-THO0
6aHKOBCKMX oOTepaluil, 6aHK JoJkKeH yOeIuThcA B MOJTMHHOCTH KapTOYKH
U UACHTHMHINPOBATH €€ Baajelblla, Ui, TOBOPS Ha A3BIKe KPUITOTrpaduu,
KapTo4yKa [0JyKHAa NPONTH ayTeHTHdUKaluio. B mpunmnme s 5TOH ueln
MOKHO HCHOJB30BaTh NPUBeJCHHBIN BhIle npoTokod IG. B sTom caydae B
naMaTH GaHKOBCKOTO KOMIBIOTepa XpaHuTcs mapa rpados (Go,G1), como-
craBaenHas Ajnce, a Ha MHTENLIEKTYaJbHOH KapTOYke — Ta Ke Mmapa Ipa-
doB n mzomopdusm . [Ipeamosaraercs, 9To, Kpome AJHCHI, 5TOT H30MOP-
($uU3M HEKTO He 3HaeT (Kpome, 6BITH MoxeT, Bo6a) W MOTOMY € MOMOIIBIO
npotokoaa IG KapTovka JOKa3bIBaeT CBOIO ayTEHTHIHOCTD. [Ipu >TOM cBOM-
CTBO NMOJTHOTHI O3Ha9aeT, 9TO KapTOIKa HaBepHAKa JOKayKeT CBOIO ayTeHTH Y-
HocTh. CBOMCTBO KOPPEKTHOCTH 3alllilllaeT WHTEpechl GaHKa OT 3J0YMbIII-
JeHHNKA, KOTOPHIN, He ABIAACHL KIMEHTOM OaHKa, NLITaeTCAd NPOHTH ayTeH-
THPHKATNIO, UCIOAB3YA (PATBIIHBYI0 KapTouKy. CBOUCTBO HYJI€BOTO pa3ria-
[ICHUS 3allHIIaeT KANeHTa OT 3J0YMBIIICHHIKA, KOTOPHIN, MO/ACAYIIAB O/THO
nan 6oJiee BHIMOJHEOHUH TPOTOKOIA ay TeHTH(MUKAINN TaHHON KapTOYKM, TH-
TaeTcs MPOUTH ayTeHTHMUKANNIO Mojg uMeneM Ajuchl. /Ias npakKTHYecKOTO
npHUMeHeHNs oYeHb BayKHBIM CBOHCTBOM mpoTokoaa IG sBaseTcs To, 9TO ai-
roput™ P, monyvnBmmii B kadecTBe JONOJHATEILHOTO BX0O1a H30MOP(HU3M ¢,
paboTaeT 3a moJUHOMHAALHOE BpeMs. BMecTo npotokona IG MOXKHO nenonb-
30BaTh, BOOOIIIE TOBOPS, Ji060€ IPYToe J0Ka3aTeJbCTBO ¢ HYJAeBLIM pasTalle-
HHEeM, B KOTOpoM aaroput™ P o6aagaeT sTuM cBoiicTBoM. Ho s peanbHbIx
npuaoxennil nporokoa IG, Kak m GOJBIIMHCTBO MOJOOHLIX MPOTOKOJIOB, He



86

H. Il. Bapaosckui

B(jr')(jr')eKTI/IBeH: 00JBIIIoe KOJIHYeCTBO IUKJOB, CAHIIKOM JIJUHHbBIE CcoOOIIeHn

nT.

n. [ouck 6omee 3pPeKTUBHBEIX MTOKA3yeMO CTOHKHX TTPOTOKOJOB — OHO

U3 OCHOBHBIX HaHpaBJIeHI/Iﬁ I/ICCJIG,Z[OB&IHI/II?I B ,E[aHHOfI obJacTH.
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